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u

Modern  IT technology challenges the user
u

IT security is vague
u

IT security is expensive, more security comes 
only at an over-proportional price

u

New IT technology produces new 
vulnerabilities

u

New IT security technology produces new 
vulnerabilities

v

 In-Security is on the raise!
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[Quel le: http://www.cert.org]
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Humans
�

Develop and administer technology
�

Deceide and manage technology
�

Work with technology
�

Feel threatened by technology
�

Abuse and misuse technology

v

 Humans are security risks!
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Actual Solution:
�

Replace humans by technology
�

Create better firewalls
�

Install a new virus filter
�

Apply encryption
�

Identify the last programming error

v

 Will technology solve all problems?
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Within the Cyberworld the f ight between 
David and Goliath continues

�

Goliath: well prepared, but without a chance 
for the „real“ fight.

�

David: highly motivated, quick, invincible
�

The conflict: low intensity, asymetric, 
permanent.

v

 And the winner is? David 
– at least most of the time ...
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Security / Risk managers
�

Are involved in an unfair competition
�

Are helpless against the attackers
�

Are always in the defense
�

Need to defend everything
�

Don‘t have time
�

Are always one step behind
v

 There is always one gap ...
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Low Intensity Conflict means:
�

Permanent defense
�

Always on ... Communication is the key
�

Information sharing is mandatory
�

Good feeling for priorities and new threats

v

 Most industry do not have 
                     the right information!
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CERTs
�

Are handling day-to-day incidents
�

As well as high-profile crisises 
�

They are quick, flexible and mobil
�

Collect, assess, escalate, communicate and 
coordinate

�

Are building the interface into the global 
networks and to other third parties

v

 Are as flexible as the Attackers!
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November 1990: CERT-System
�

Internet = 340.000 Hosts
�

Eleven founding members, one in France

u

Summer 1992: FIRST
�

Internet = more than 1 Mill. Hosts
�

Name change recognizes security teams:
Forum of Incident Response and Security 
Teams
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Network of individual computer security 
incident response teams

�

that work together voluntarily
�

to deal with computer security problems and
�

their prevention

Nov. 2004: more than 165 member teams
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u

1993 – first informal meeting
u

1995
�

working group for European coordination
�

1st FIRST conference outside US in Germany
u

1997
�

„EuroCERT“ project starts
u

1999
�

No critical mass for EuroCERT
�

No vision for „CSIRT Coordination“
u

2000 – a new start!
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Since 2000:
TERENA Task Force CSIRT

�

Process for Trusted Introducer
�

IODEF – now an IETF working group
�

RIPE extension – IRT object now operational
�

Collection of security tools
�

Three meetings each year

v

 Small is beautiful!
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�

Operation defined by Terms of Reference
�

Review after each two year lifecycle
�

Members and non-members of TERENA
�

No membership or attendence fees
�

Success depends on members’ commitment and
Active participation by members

�

Different facilitators:
�

TERENA
� Secretarial tasks
� Logistical support

�

CSIRTs
� Meeting places and common costs
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Academic, Government, Commercial teams
u

29 countries

meeting   (3)
training   (3)
both   (23)
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u

European Commission
�

Joint Projects (eCSIRT.net, EISPP, TRANSITS)
�

Legal handbook for CSIRTs
�

Input regarding the “European Network & Information 
Security Agency” (ENISA)

u

Law enforcement
�

Operations and invited speakers at meetings
u

Co-operation with other regional initiatives
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- Transits

- Trusted Introducer
- IRT Objects

- eCSIRT.net
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u

Concept: 
best transfer of knowledge is from 
operational people to operational people

u

Conclusion: 
best trainers are TF-CSIRT members

u

Two day course developed in modules:
�

Operational, legal, technical, organisational, 
vulnerabilities

u

EC funding for delivery and updating
�

Six presentations over three years
�

Materials available to members for own use
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Objektivity and Actuality of 
Information about CSIRTs is the goal

" Will allow new (and old) teams to present 
themselves in a way that makes it easy for other 
teams to find them

u

This will support communication and help to 
start collaboration/cooperation

" Sanctions and removals are tools available to the 
TI Review Board

u

Accreditation instead of Certification
v

 41 Accredited teams!
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Until now:
�

Repository and Database
�

Information only
u

Starting in Autumn 2004
�

Infrastructure Services (based on eCSIRT.net)
�

Cryptographic Mailing List (S/MIME and PGP)
�

Telephone Alert System with SMS
�

Restricted Web Server
" Statistic
" Input forms (Alerts, Statistics, ...)
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u

The WHOIS system is the main resource for 
establishing new contacts

�

No known CSIRT for a specific domain
�

Uncertainty about constituency boundaries
u

CSIRTs are registered as „ IRT Object“
�

Can be retrieved as other objects
�

Can be linked to other objects
u

Owners of IP address ranges and domains can 
link to „ their“  CSIRT – and it will be
found
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No Man is an Island!
[John Donne, 1572-1631]

����������� �����
	%��
������������������������������
 ! " ��#%$'&(��)

�� " K�L����@N�O�K�R�SP!T" UPL ��L�V���WT" ! 
[X[Z���U�L�&M�PL�WQ�
���
	



	 � a � aJg�l k �ti ��� g abs � k a n,k
	 a�� c�� 	hk � afg �

� 	 	 
 aJg � k i 	
�

] � q 	pg � � kji 	
� _ � �tg i � �

� 	 	tg �

o i � � k i 	
�



����������� �����
	%��
������������������������������
 ! " ��#%$'&(��)

�� " K�L�� �@N�O�K�R�SP!T" UPL ��L�V���WT" ! 
[X[Z���U�L�&M�PL�WQ�
���
	

] � q 	 g � � k i 	
� i�n,k � a�� a l

u

Information
�

There is something
u

Early Warning
�

We have incidations that it will be a big 
problem!

u

Warning
�

It will be a big problem!
u

Alert
�

It is a really big problem!
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u

Early Warning:
�

If a new vulnerability becomes known
u

Warning:
�

If a patch is available
u

Alert:
�

If a vulnerability is exploited – regardless the 
availability of a patch

�

If one of the following is found or detected
�

 New Worm / Tool
�

 New Attack / Backdoor
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Mobil: (+49) 0171 / 5767010


