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	 Oppgavens arbeidstittel: 
 Security and Privacy for Ad-hoc Networks

	Oppgavebeskrivelse: 

Ad-hoc networks handle links between our personal devices (laptop, phone, headset), and communications with our  ever changing surroundings (new people we meet, new rooms we enter, new services we use).

A key question is now, how to control the information that our devices directly and indirectly share, and how to establish trust and communication with new parties that we meet. 
Most devices have a 48 bit physical address or MAC address that is unique in the world and partly describing the manufacturer of the device (http://standards.ieee.org/regauth/oui/index.shtml). Thus one could easily track a person’s movements without that him/her being aware of it. 
Assuming that this problem can be solved two devices that get in contact for the first time have to establish communications following the privacy needs and rules established by their owners. What information can be revealed at what point of time? What security methods and strategies do apply?
The thesis shall describe a number of scenarios, solution approaches, and test their practical feasibility.
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