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Abstract: In the NOKUT process for granting the PhD program of AUC in the ICT area, the creation of a large project facilitating the cooperation between the ICT research groups was required and promised. 

In order to actually establish cooperation, the ICT professors took the initiative to define a joint research and development project across the groups. In this context, a joint research area has been defined and five PhD positions were placed into this area. This document describes first the joint research area and then the individual PhD positions.
All five positions are related to each other such that the PhD students can effectively work together. Moreover, each of the positions is placed in the overlapping of at least two ICT research groups. This will mean in practice that the PhD students facilitate cooperation between the groups and therefore satisfy the demand NOKUT has to the ICT with respect to the Agder University process.
Keywords: Mobile-to-mobile systems, high-level descriptions, MIMO, wireless protocols, security and privacy, QoS.
Overview of the Area and Embedding of Positions
During the process of application for the PhD degree for IKT, the research groups in Grimstad have been reorganised to fit the structure of the PhD application. After this reorganisation, we have three groups responsible for Security, Communications and Formal Methods/Abstraction. This is shown in the Figure below.
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There are two more aspects in ICT research that are not explicitly taken into account in the PhD application. One of them is a competence in performance modelling, both in terms of network simulation and in terms analysis of mathematical models. The other aspect concerns the handling of business and user aspects in the scope of information science. Both of these additional aspects are also shown in the figure above.

In order to fulfil the NOKUT requirements of cross-group cooperation, we have defined a project ECORN. The scope of ECORN is integrated security for short-range communications. We defined five PhD positions in this area that are all related to each other. This way we will be able to achieve and facilitate cooperation.

1. The first position is related to “Security and Short Range Communications”. It relates closely to the High-level Abstraction.
2. The second position is related to “High-level Abstraction and Security”. It takes into account short range communications.

3. The third position is related to “Short-range communications and High-level abstraction”. It relates to business and user aspects.

4. The fourth position is related to” Short-range communication and security”. 
5. Finally, the fifth position is about “Security and High-level abstraction”. It will also relate to business and user aspects.
The planned project is very ambitious, since it connects several areas that are overlapping in principle, but not in the real research so far. Moreover, all of them are placed in an area that is expected to be important in the following years. All this gives AUC the chance to stay in the very front row of research in an area of growing importance. 
The aims of the PhD cluster in total and each individual PhD position are in 100% agreement with the PhD education program of AUC and thus with NOKUT. The project does not only strengthen our competence in the three areas described above, it also widens our knowledge of the relations between the different areas and their connections with each other. 
Therefore these positions are necessary and sufficient to create a long-lasting cooperation between the ICT research groups of the Faculty of Engineering and Science of AUC. 
PhD Proposal 1:  Security and Privacy Preserving Solutions for Ad-Hoc Networks and Services  
Main Supervisor: Prof. Vladimir Oleshchuk

Co-supervisors: Prof. Andreas Prinz, Prof. Frank Reichert

1.1 Motivation
The area of security and privacy for mobile applications is undoubtedly complex, and there are many potential areas for future research. In this research project the objectives are to study security and privacy aspects arising in the context of data management, integration and distribution in mobile wireless distributed environment. There is a need to develop and validate a coherent framework for security and privacy for mobile applications running on ad-hoc networks. We need a holistic approach to security and privacy on wireless mobile systems, as the security of a system is only as strong as the weakest element. 
Currently, security and privacy are typically addressed through security and privacy policies, which inform the user about a service provider's data/control handling practices and serve as the basis for the user’s decision to release data. This requires user interaction and offers little protection from malicious service providers, other wireless networks, ad-hoc or sensor networks. 
1.2 Research Challenge
· We need mechanisms providing a high degree of privacy, relieving service users from dealing with service providers' policies, and reducing the service providers’ requirements for safeguarding private information. 
· Such mechanisms can be based on semantic meta-data descriptions of security and privacy requirements allowing automatic negotiations between users and service providers to provide highest available degree of security and privacy.
· Other mechanisms of interest include privacy preserving data management for the networks owner and for external users of this, distribution, and integration and searching. Here both secure multi-party computations and learning automata seem to be promising approaches. In the project both industrial and customer applications will be considered.
1.3 Cooperation

Abstract Modelling (Prof. Prinz)

· Abstraction, modelling and analysis of security protocols, short range systems, and new services as a basis for application development.

Short Range Communications (Prof. Reichert)

· Knowledge about wireless short range protocols, terminal technology, and user scenarios 

Learning Automata (Prof. Oommen)

· Use of learning automata for improving security solutions

Channel Models and Characteristics (Prof. Pätzold)

· Analyse security protocols based on radio channel characteristics.
PhD Proposal 2:  Modelling of High-Level Security Solutions 
Main Supervisor: Prof. Andreas Prinz
Co-supervisors: Prof. Vladimir Oleshchuk, Prof. Frank Reichert
2.1 Motivation

Security for short range communications is a complex area and involves knowledge of several currently unrelated research areas. Usually experts in low-level protocols have completely different views on the subject than high-level protocol experts. In order to enable cooperation between the two, descriptions have to be prepared that are understandable from both sides. These descriptions should then in turn be transformed into models in each of the domains and allow a joint simulation and analysis of higher and lower level properties.
2.2 Research Challenge

· Which high-level abstractions can be used to facilitate joint understanding for higher-level and lower-level experts? The problem here is not only to invent new notations, but also to allow experiments with notations in an easy and quick way. A possible solution could be a notation that has two different representations for the two areas.
· How to describe security protocols involving different levels? For security protocols, several levels have to be taken into account. Both of them have to be integrated. It is necessary to find a way to describe protocols on several levels simultaneously.

· How is it possible to integrate simulations and analysis on different levels? The methods and tools for analysis and simulation of protocols are different between the different levels. The important question is how these different methods can be integrated in order to allow a joint analysis and simulation. This question does also include the interesting topic of an integration of simulation methods with mathematical analysis methods.
2.3 Cooperation

Security and Personalisation (Prof. Oleshchuk)

· The high-level protocols for security and privacy issues will be in the centre of the work. The security group will allow these issues to be handled appropriately. 

Channel Models and Characteristics (Prof. Pätzold)

· The higher-level protocols severely depend on the communication channel and selected radio technologies. For a reliable modelling of the complete system, these channels have to be taken into account. 

Mathematical models for protocols (Prof. J. Conway)
· In order to connect lower layers with higher layers, protocols could be modelled in a mathematical way as currently done for the lower layers. For a background in such models, Prof. Conway can provide insights.

Usability aspects (Prof. Gonzalez)

· In order to design secure solutions, not only the protocols are relevant but also their use has to be taken into account. This would amount to a very high level of description, even above the protocols. Prof. Gonzalez will help to integrate this dimension.
PhD Proposal 3:  Bootstrapping of Ownership and Self-Configuration for Ad-Hoc Networks & Services 
Main Supervisor: Prof. Frank Reichert
Co-supervisors: Prof. Vladimir Oleshchuk, Prof. Per E. Pedersen
3.1 Motivation
In five years from now WiFi (Wireless LAN) will be a main feature in our phones. Phones will be as well connected to the Internet as PCs are today. Large bandwidth and high interactivity at very affordable prices will create a wave of new, attractive wireless applications. 

3.2 Research Challenge

· WiFi protocols have serious performance degradation problems as the numbers of nodes increase, and worse, if infrastructure mode is mixed with ad-hoc peer-2-peer network mode.  The project will create simulations of the user distribution, services, traffic, mobility, radio connectivity, infrastructure, and in building environment to evaluate architecture and protocol improvements.

· The complexity of network configuration and service management will soon go beyond the capabilities of users (it is actually already today). Therefore new solutions are needed that allow users to take ownership of devices, to automate configuration, to manage usage privileges, and to establish relationships between users/services/networks in a trustful manner.

· After solving the communication and security problems some representative applications and services will be implemented to visualize future scenarios and services, to clarify future requirements, and to showcase our research results.
3.3 Cooperation

Abstract Modelling Tools (Prof. Prinz)

· Abstraction, modelling and analysis of users and their behaviour, short range systems, security solutions, protocols and, new services resulting in relations between different views and as a driver for the common simulation tool.

Security and Personalisation in Short Range Communications (Prof. Oleshchuk)

· Large parts of the system design will depend on security and privacy issues between users, devices, services and networks. Without these aspects a wireless communication solution would be incomplete and not applicable. 

Channel Models and Characteristics (Prof. Pätzold)

· In order to consider performance, we have to connect the protocols with the underlying channel properties allowing thousands of simulation runs for, e.g., hundreds of nodes to arrive at credible and stable simulation results. 

Life cycle aspects (Prof. Gonzalez)
· Depending on business models and deployment scenarios the solutions must be evaluated against the life cycle stages of a trustworthy and reliable solution.

Cross media consumption (Prof. Pedersen)

· Transforming technological convergence of platforms into behavioural convergence of home media platform use requires an understanding of the behavioural patterns of media use in domestic settings. Literature on domestic cross media use is scarce and the creation of realistic user scenarios for this project in these contexts will require separate behavioural studies.
PhD Proposal 4:  Mobile-To-Mobile Communication Systems Using MIMO-OFDM Techniques

Main Supervisor: Prof. Matthias Pätzold

Co-Supervisor: Prof. Vladimir Oleshchuk

4.1 Motivation

Mobile-to-mobile communications are expected to play an important role in fields such as ad-hoc networks and intelligent transportation systems, where the communication links must be extremely reliable. To cope with problems faced by the development and performance investigation of future mobile-to-mobile radio transmission systems, a profound knowledge of the wideband multiple-input multiple-output (MIMO) multipath fading channel and its statistical properties is essential. On the other hand, orthogonal frequency division multiplexing (OFDM) is a special form of multi-carrier modulation with densely spaced sub-carriers and overlapping spectra.
Combining the advantages of MIMO and DFDM, so-called MIMO-OFDM systems are proposed for mobile-to-mobile communications to combat intersymbol interference caused by multipath propagation and to increase the capacity.

For these systems, deterministic process based generative (DPBG) error models shall be developed for generating packet error sequences. This is a prerequisite for the performance evaluation of higher layer communication protocols, optimization of the quality-of-service (QoS), and for security service applications.

4.2 Research Challenge

· Design of simulation models from reference models for mobile-to-mobile wideband MIMO channel.

· Development of MIMO-OFDM systems for mobile-to-mobile communications and investigation of the channel capacity of MIMO-OFDM systems using frequency-selective channels, including interference cancellation techniques, joint channel impulse response estimation, and space-time coding schemes.

· Development of DPBG error models for generating efficiently packet error sequences.

· Application of the models for analysing the throughput and the performance, as well for optimizing the parameters of high-level security protocols.
4.3 Cooperation

Short Range Communications (Prof. Reichert)

· Defining user scenarios for MIMO-OFDM systems.
Protocols (Prof. Oleshchuk, Prof. Reichert, Prof. Prinz)

· The higher level protocols will be used for the performance evaluation and to get some form of security information based on the lower level protocols. The connection between these two areas is of utmost importance for this PhD project.

· For the integration of the error models and the channel models, appropriate interfaces have to be defined.
QoS and Security (Prof. Oleshchuk)

· The models will be used to investigate the impact of higher-level protocol changes due to security and QoS constraints.

PhD Proposal 5:  Tuning Formal Methods for Secure Programming with Lifecycles of Vulnerabilities
Main Supervisor: Prof. Jose J. Gonzalez
Co-supervisors: Prof. Andreas Prinz, Prof. Vladimir Oleshchuk
5.1 Motivation

The vulnerability of a system is the sum of all the weak points that can be used for an attack. In particular this is true for bugs, i.e. errors in the software (or hardware) that can be used to perform evil action. This can be avoided using secure programming, which is a sub-discipline of software engineering. An analysis of a system can give more insights about attack rate, attack tools and their evolution, efficiency of repair (patching) and similar. This analysis should be combined with formal methods to reach a higher level of quality and efficiency when it comes to avoid vulnerabilities.
5.2 Research Challenge

· How can the lifecycle modelling be integrated with formal methods? The problem here is to identify the common areas and find ways to bring them together. 

· How do the formal methods change the lifecycle model? The use of formal models has a positive aspect for security, but which one and how big is it?

· How can the lifecycle data be used to more effectively apply formal methods? The application of formal methods is still a very tedious and large task. Therefore it would be advantageous to find ways to limit the application of formal methods to just a few areas.

5.3 Cooperation

Abstract Modelling Tools (Prof. Prinz)

· Abstraction, modelling and analysis of users and their behaviour, short range systems, security solutions, protocols for ad-hoc networks, new services resulting in relations between different views.

Security and Personalisation (Prof. Oleshchuk)

· The importance of bugs is very much related to the business of protocol design. The stability of the protocol against unexpected behaviour is very much related to its security. The security group will allow these issues to be handled appropriately. 

Usage aspects (Prof. Pedersen)

· The design of good security solutions is in need of good experimental data of user behaviour. Prof. Pedersen will help to integrate this dimension.
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