HiArdilla: 
A Service Oriented 
Communication Architecture 
Supporting Billions of Ad-Hoc Nodes
Abstract

The seven layer ISO / OSI reference model is already 30 years of age, but is still used as the backbone of almost all communication architectures. However, today several shortcomings of this model have become more and more visible, which are mostly due to the one-dimensional nature of the OSI model. The “Ambient network” EU project has outlined two important new principles: parallel processing of communication tasks and abstraction of network resources at higher levels. However, we will follow a service-oriented approach to make components more reusable. The HiArdilla project will create a new communication architecture allowing integration of characteristics from several dimensions, in particular security, mobility and context-sensitivity. This architecture integrates these dimensions in ways not feasible within the ISO/OSI paradigm.
Deliverables

Description of the framework and recommendations of use – a paper

Models of three services: Security, Communication, Context

Implementation of the three models using some traditional technologies (ISO stack)

Example of the three “dimensions”

1.1 Security

· Confidentiality

· PKI

· VPN

· Availability

· 99.9%

· 95%

· Integrity

· Communication integrity

· System integrity

· Privacy protection

· Yes

· No

1.2 Communication

· Mobility

· Fixed

· Mobile

· Naming, addressing

· IP based

· URL based

· QoS

· Best effort

· Guaranteed

1.3 Context

· Location awareness

· Office

· Home

· User context

· Known

· Unknown

· History context

· Yes

· No

· Environmental

· Sensor

· Money/cost

Project Description

2 Motivation
No doubt – the seven layer ISO/OSI reference model has proven its value over nearly 30 years [ISO80, ISO94]. In a waterfall like model packets propagate through layers each offering services to the above layers. Today’s Internet introduces even more layers on top of TCP/IP for, e.g., streaming and web services protocols using protocols such as SIP, RTP, HTTP and SOAP. 

What would motivate a transition from such a successful model and protocol suite to a new architecture following different principles? Why would anyone consider the cost and risks to move to a new technology?

The Internet today faces many challenges: (1) lack of a common trust, privacy and security approach, (2) difficulties establishing end-2-end sessions across business domains, (3) consistent error handling across communication layers, (4) access delays due to time consuming translations between domain names and IP-addresses, (5) slow handling of dynamic changes in the DNS space, (6) lack of user & host mobility, (7) …
Nevertheless, many of these challenges can be overcome by using new protocols and work-arounds like over-lay architectures. But the list indicates already that the Internet communication architecture might face serious short-comings in the future. Even more so when we look at future applications such as sensor-networks with billions of nodes, ubiquitous computing with billions of mobile nodes and service nodes, and information processing &  storage networks with high demands on bandwidth, availability, and scalability.

This project is a first step to analyze the motivation for a transition to a new communication architecture both from a qualitative and quantitative view point.  We will assess key performance parameters through prototyping and simulation to provide evidence about the technical feasibility of our ideas.
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Fig.xx: ISO/OSI Reference Model from [ISO80, ISO94]
3 Approach

The ISO/OSI model was designed in the 1970s/1980s when topics such as QoS, security, and mobility where of less importance than today. WWW, WiFi, and 2G/3G cellular networks were not yet developed and not in operation. Therefore the seven layer model was not prepared to handle these important characteristics in a consistent manner across all layers. For example, GSM ARQ link layer procedures secure and delay packets unnecessarily in a UDP voice/video stream, or TCP file transfers are slowed down as large delays are interpreted as network congestions [Hal02, Lud99].
A new architecture must address:

· Security, anonymity, privacy, and trust

· Mobility

· QoS
· Wireless link characteristics (e.g., packet loss, delays, disruption…)

· Power management (e.g., for wireless devices or generally network equipment)


Until now the Internet has handled growth and new applications quite well. Ipv4/IPv6, dynamic and private address spaces with “Network Address Translation” have handled the ever increasing numbers of nodes and applications. However, new application areas such as sensor networks, mesh and ad-hoc networks, scalable virtual storage and computing, and fast information processing create new requirements that are difficult to meet. 
· Scalability for billions of devices, users, and applications

· Support for robustness, reliability, and availability

· Very short access delays ( e.g., for virtual storage and computing)

· Flexible naming and addressing (e.g., for multi-homed mobility, dynamic composition of networks ) [Ahl05, Brun05]
· End-to-End session handling across business and user domains
It is unrealistic to assume that an NFR project alone can resolve all the above requirements single-handedly. Fortunately large European projects such as 6th Framework “Ambient Networks Project [Amb06, Ahl05b]” point already in the right direction. The strategy for this proposal is to design a high-level architecture with corresponding underlying principles while focusing deeper on a few selected topics, here: (1) security, anonymity, privacy and trust, (2) context and context aggregation, (3) mobility and wireless solutions, and (4) overall formal system modeling and validation.
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Fig.xx: Ambient Networks Project: Bearer & Flow connectivity Abstractions [Ahl05b]

Ambient Networks breaks up parts of the layered ISO/OSI system into a number of parallel operating, distributed functions in an “Ambient Control Space”. Applications use a standardized “Ambient Service Interface” to invoke a composition of services hosted in a distributed “Ambient Control Space” for establishment of end-to-end communication session.

The basic Ambient Network architecture creates thus a concept that goes away form the 1-dimensional ISO/OSI serial, vertical communication flow and proposes a multi-dimensional, parallel, and distributed process.  New is also the concept of “Service-Specific Overlay Networks” [Rey05] that creates “media aware routing” decisions and high level abstractions of network resources and services.
Both, parallel processes and high level abstraction will be important principles in a future network architecture. However, a true service oriented approach would not restrict itself to one interface towards applications and one horizontal interface towards other networks. The idea of creating a world-wide standard for these interfaces is tempting but difficult to realize due to complexity, ongoing technology development, and industrial politics. 

The Ambient Networks Project’s main objective is on “seamless interoperation between heterogeneous networks” [Ahl05]. Our proposal will instead focus on creating a service oriented architecture (SOA) framework [OASIS, SOA] in which exemplary services are offered as components for higher order aggregated communication services. These components are not shielded from other service components in the service layer by a single API, and thereby offer more flexibility for aggregation into new services or to adapt to new technologies or requirements

A challenge will be to develop recommendations how to partition the problem space for communication and related aspects (e.g. “presence”, “user policies”) in general, and what type of essential service components are needed. Furtheron, the “context” of each component will always have overlap with the “context” of other components, e.g., for security and cost. A framework must be able to provide methods to formally describe, analyze, and aggregate these contexts for an overall service aggregation. 

A major priority will be to outline strategies to migrate from today’s communication architecture to a future service oriented one. Therefore parts of our research will focus on outlining how to integrate and encapsulate legacy systems.

The framework has to follow the SOA standardization efforts at OASIS focus on “workflows, translation coordination, orchestration, collaboration, loose coupling, business process modeling, and other concepts that support agile computing. [SOA].” 

Recently the industry players behind SOA (BEA Systems, IBM, IONA, Oracle, SAP AG, Red Hat, Sun Microsystems and others) have started to drive “Service Component Architecture (SCA)” and “Service Data Objects (SDO)” to “simplify the creation of new architecture and transform existing IT assets, enabling reusable services to meet changing business requirements. These specifications reduce complexity associated with developing apps by unifying services regardless of programming language and deployment platform.[SCA]”
More text needed …

Now more text t.b.a about parallel processing approaches, SOA etc and our concrete contribution.

IMS?
Reference to be moved into reference chapter.

[OASIS] OASIS, home page

http://www.oasis-open.org/ 

[SOA]“OASIS Commitees by Category: SOA”, OASIS, Aug. 2006

http://www.oasis-open.org/committees/tc_cat.php?cat=soa 

[SCA] “SCA and SDO: Standardizing SOA-based apps”, 

Application Development Trends Web Magazine, July 31st, 2006

http://www.adtmag.com/article.aspx?id=18990
4 Industrial and Academic Relevance
Ambient Networks is the most important effort in the 6th Framework towards a future network architecture. Fortunately Norway is represented by Telenor in the consortium, but no academic partner in Norway has been admitted …
5 Faithful handling of combined models 
Problem and Objectives

With the advent of UML, models are used everywhere to describe systems. The MDA technology does even allow generating code out of the models. However, code is mostly generated out of a single model of the system. It is known that code generation out of several related models covering different viewpoints of the system is non-trivial. Moreover, after generation of the code it is even more difficult to trace back the problems in the generated code to their origins.
In this project, we will generate code out of combined models and deal with errors in the generated code. This will be done using examples in secure wireless short-range communications, where problems of communication channels, higher level protocols and security properties have to be handled jointly. In particular, the following goals are to be achieved by the project:

•
Describing a secure wireless short-range application using several models.

•
Generate a simulation environment for the combined model.
•
Tracking down of simulation problems to the original models.
•
Generalisation of the experiences for different kinds of models.
5.1 Describing a secure wireless short-range application using several models 
The first part of the project is devoted to bringing together the different domain experts of channel models, high-level protocols and security properties. For defining a joint model of an application it is necessary to accurately capture the interfaces between the different partial models such that the parts fit together in the joint model. We will also involve other quality aspects such as performance.
5.2 Generate a simulation environment for the combined model 
All the different partial models have their own simulation environment which is used to execute them. In order to handle the combined model we will create an environment that is able to automatically combine the partial models into a joint execution platform.
5.3 Tracking down of simulation problems to the original models 
We will run several experiments on the joint simulation and there will be problems in the simulation. We will manually track them down to their source and establish a connection between errors and source code. Afterwards, the tracking process will be done automatically.

5.4 Generalisation of the experiences for different kinds of models

The final step will be to looks at different kinds of combined models and to check how our results can be used in these other contexts. We will run some small experiments to make sure our results can be generalized.

6 Specific High-Level Views

6.1 Security (VO)
Wireless short-range applications use devices and networks where resources are constrained (battery, bandwidth and CPU etc.) making it a significant challenge to achieve security and privacy. Unlike wired networks that have some degree of physical security, physical security in wireless networks is impossible to achieve on wireless links. Security attacks on information flow (denial of service, spoofing, and so on) can be widespread in wireless networks. Information security methods and security protocols must counter these attacks efficiently because of the resource constraints in wireless devices and networks. We define efficient loosely - this can include lowest energy consumption, smallest latency, or smallest amount of bandwidth consumed by security protocols and messages. Note that most security protocols and architectures have been primarily designed for wired networks and in comparison only a little work is available on addressing security efficiently in wireless short-range context. In our opinion, there does not exist a good paradigm for implementing efficient security for wireless short-range applications today. Currently, privacy is typically addressed through security and privacy policies, which inform the user about a service provider's data/control handling practices and serve as the basis for the user’s decision to release/handle data. However, privacy policies require user interaction and offer little protection from malicious service providers, other malicious users, and other wireless networks. Moreover, encryption, a common method to ensure confidentiality and privacy can be computationally intensive and have high energy consumption. Authentication, key establishment and encryption are necessary to prevent these attacks. However the size of transmitted packets, the encryption/authentication algorithms, key sizes can impact the latency and energy consumption. To achieve the required level of efficiency these parameters have to be selected based on the desired level of security and privacy and current usage context such as location, time, trust level etc. Users and data privacy in wireless short-range applications can be related to the privacy of data or location/activity context of wireless devices. Position location awareness results in its own security issues. The privacy of a wireless device is of significant concern, but needs to be known for location-aware services and applications that are being increasingly deployed with wireless devices. The location service itself must be secure and trustworthy. The security policies associated with privacy can become extremely complex.

In summary, there is a need for a holistic approach to integrate security and privacy in wireless short-range applications based on integration/combination of multiple views represented in form of corresponding models. We need to develop and validate a coherent framework based on combination models representing different views of the same application.

6.2 Context (RN)
Establishing and maintaining trust in decentralized mobile communication poses technological challenges not addressed in conventional systems. Autonomous agents seeking to establish trusted communication in densely networked environments can face a multitude of difficulties, some of which have to do with incomplete information flow due to unreliable communication, barren environments with no trusted peers available, and outright malicious peers. Some efforts to remedy the situation are: the system of graded trust of Demolombe &al, which augments [Lia03] with an extra context-like index; the rôle-based trust model of Khambatti &al [KDR04], and several variants of reputation-based trust management, notably Ooi &al [OL03]. Much remains to be done, however. Trust can depend on context. While it is clearly desirable to represent and reason about context-dependent trust, it is, unfortunately, not adequate to identify context with a proposition or set of propositions, cfr e.g. [MB98]. For this reason, approaches like that of Liau [Lia03] do not immediately lend themselves to contextual trust. However, Giunchiglia, Nossum, Serafini and others [GG01, NS02, GNW06] have developed systems for representing and reasoning about properties that vary with context, and which can be combined with systems like [Lia03] by dedicated deduction rules which bridge the gap between distinct contexts. Multi-context reasoning about trust by way of bridge rules seems to be a promising avenue towards increased expressivity and applicability of logics of trust.

6.3 Communication (FR)
Future communication solutions will follow the principles of service oriented architectures. 

The strict border between “communication layer” and “service layer” above is removed.

Already today we see critical communication functions being part of the “service layer”, e.g., authentication and authorization, charging and billing, and presence. They influence, e.g., routing and QoS of end-2-end sessions.

The layered principles of todays’ communication architectures have allowed us to develop a very successful global network. Some of the short-comings of todays Internet protocols have been removed by additional solutions, e,g., IPv6, SIP, NAT, … Internet technology is reliable and will stay us for a long time.

However, processes in the service layer do not follow a layered architecture. Any new process in a service-oriented architecture can be created by combining freely the services of existing services and adding new features, e.g., a service enabling secure transactions. A layered structure like that of communication systems would hide important functionality and create inefficiencies and unnecessary replication of functionality.

Service oriented architectures are increasingly supported by powerful, parallel processing hardware. Parts of the routing between processes, e.g., based on URLs, is already supported by early products (e.g., load balancers). Increasingly translations between “host names” and “IP addresses” will disappear as routing can be executed on a more powerful URL level. 

E2E sessions will more efficient as security and service related information is combined to enable easy and trustworthy communications. 

Service oriented architectures include communications services that establish E2E sessions in a trustworthy, efficient, and service aware fashion


· Communication services are now flexible, efficient and service aware - the strict border between communication systems and their layers has been removed

· Service processes can engage other dedicated service processes to handle their communication needs

· IP services may be used but not necessarily - routing is now URL based, DNS services are not needed anymore. 

7 Combination of Models (AP)
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