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Faithful handling of combined models
Project Description

1 Problem and Objectives

With the advent of UML, models are used everywhere to describe systems. The MDA technology does even allow generating code out of the models. However, code is mostly generated out of a single model of the system. It is known that code generation out of several related models covering different viewpoints of the system is non-trivial. Moreover, after generation of the code it is even more difficult to trace back the problems in the generated code to their origins.
In this project, we will generate code out of combined models and deal with errors in the generated code. This will be done using examples in secure wireless short-range communications, where problems of communication channels, higher level protocols and security properties have to be handled jointly. In particular, the following goals are to be achieved by the project:

•
Describing a secure wireless short-range application using several models.

•
Generate a simulation environment for the combined model.
•
Tracking down of simulation problems to the original models.
•
Generalisation of the experiences for different kinds of models.
1.1 Describing a secure wireless short-range application using several models 
The first part of the project is devoted to bringing together the different domain experts of channel models, high-level protocols and security properties. For defining a joint model of an application it is necessary to accurately capture the interfaces between the different partial models such that the parts fit together in the joint model. We will also involve other quality aspects such as performance.
1.2 Generate a simulation environment for the combined model 
All the different partial models have their own simulation environment which is used to execute them. In order to handle the combined model we will create an environment that is able to automatically combine the partial models into a joint execution platform.
1.3 Tracking down of simulation problems to the original models 
We will run several experiments on the joint simulation and there will be problems in the simulation. We will manually track them down to their source and establish a connection between errors and source code. Afterwards, the tracking process will be done automatically.

1.4 Generalisation of the experiences for different kinds of models
The final step will be to looks at different kinds of combined models and to check how our results can be used in these other contexts. We will run some small experiments to make sure our results can be generalized.

2 Specific High-Level Views

2.1 Security (VO)
Wireless short-range applications use devices and networks where resources are constrained (battery, bandwidth and CPU etc.) making it a significant challenge to achieve security and privacy. Unlike wired networks that have some degree of physical security, physical security in wireless networks is impossible to achieve on wireless links. Security attacks on information flow (denial of service, spoofing, and so on) can be widespread in wireless networks. Information security methods and security protocols must counter these attacks efficiently because of the resource constraints in wireless devices and networks. We define efficient loosely - this can include lowest energy consumption, smallest latency, or smallest amount of bandwidth consumed by security protocols and messages. Note that most security protocols and architectures have been primarily designed for wired networks and in comparison only a little work is available on addressing security efficiently in wireless short-range context. In our opinion, there does not exist a good paradigm for implementing efficient security for wireless short-range applications today. Currently, privacy is typically addressed through security and privacy policies, which inform the user about a service provider's data/control handling practices and serve as the basis for the user’s decision to release/handle data. However, privacy policies require user interaction and offer little protection from malicious service providers, other malicious users, and other wireless networks. Moreover, encryption, a common method to ensure confidentiality and privacy can be computationally intensive and have high energy consumption. Authentication, key establishment and encryption are necessary to prevent these attacks. However the size of transmitted packets, the encryption/authentication algorithms, key sizes can impact the latency and energy consumption. To achieve the required level of efficiency these parameters have to be selected based on the desired level of security and privacy and current usage context such as location, time, trust level etc. Users and data privacy in wireless short-range applications can be related to the privacy of data or location/activity context of wireless devices. Position location awareness results in its own security issues. The privacy of a wireless device is of significant concern, but needs to be known for location-aware services and applications that are being increasingly deployed with wireless devices. The location service itself must be secure and trustworthy. The security policies associated with privacy can become extremely complex.

In summary, there is a need for a holistic approach to integrate security and privacy in wireless short-range applications based on integration/combination of multiple views represented in form of corresponding models. We need to develop and validate a coherent framework based on combination models representing different views of the same application.

2.2 Context (RN)
Contextual Aspects of Trust among Communicating Peers:
Trust can depend on context; Alice might trust Bob’s judgement about

internal combustion engines in a garden, but not on the highway. If she

is a race car driver and he a gardener, that would be reasonable.

While it is clearly desirable to represent and reason about context-dependent

trust, it is, unfortunately, not adequate to identify context

with a proposition or set of propositions, cfr e.g. [MB98]. For this reason,

Liau’s framework does not immediately lend itself to contextual trust.

However, Giunchiglia, Nossum, Serafini and others [GG01, NS02, GNW06]

have developed systems for representing and reasoning about properties

that vary with context, and which can be combined with systems like

[Lia03] by dedicated deduction rules which bridge the gap between distinct

contexts.

Multi-context reasoning about trust by way of bridge rules seems to

be a promising avenue towards increased expressivity and applicability of

logics of trust.

Establishing and maintaining trust in decentralized mobile communication

poses technological challenges not addressed in conventional systems.

Autonomous agents seeking to establish trusted communication in

densely networked environments can face a multitude of difficulties, some

of which have to do with incomplete information flow due to unreliable

communication, barren environments with no trusted peers available, and

outright malicious peers. Some efforts to remedy the situation are: the

system of graded trust of Demolombe &al, which augments [Lia03] with

an extra context-like index; the rôle-based trust model of Khambatti &al

[KDR04], and several variants of reputation-based trust management, notably

Ooi &al [OL03]. Much remains to be done, however.
2.3 Communication (FR)
3 Combination of Models (AP)
References

	[ASM]
	E. Börger, R. Stärk; Abstract State Machines; Springer-Verlag; 2003.

	[GG01]


	F. Giunchiglia and C. Ghidini. Local model semantics, or contextual

reasoning = locality + compatibility. Artificial Intelligence, 127(2):221–

259, 2001.

	[GNW06]


	Dov Gabbay, Rolf Nossum, and John Woods. Context-Dependent Abduction

and Relevance. Journal of Philosophical Logic, Volume 35, Issue 1, Feb 2006, Pages 65 - 81,  http://dx.doi.org/10.1007/s10992-005-9002-y

	[JMI]
	Java Metadata Interface; http://java.sun.com/products/jmi/

	[KDR04]


	Mujtaba Khambatti, Partha Dasgupta, and Kyung Dong Ryu. A rolebased

trust model for peer-to-peer communities and dynamic coalitions.

In Proceedings of the Second IEEE International Information Assurance

Workshop, IWIA. IEEE, 2004. ISBN 0-7695-2117-7/04.

	[Lia03]


	Churn-Jung Liau. Belief, information acquisition, and trust in multiagent

systems — a modal logic formulation. Artif. Intell., 149(1):31–60,

2003.

	[MB98]
	John McCarthy and Sasa Buvac. Formalizing context. In A. Aliseda, R. J.

van Glabbeek, and D.Westerst°ahl, editors, Computing Natural Language,

volume 81 of CSLI Lecture Notes, pages 13–50. Center for the Study of

Language and Information, Stanford University, 1998.

	[MDA]
	Object Management Group; MDA Guide, Version 1.0.1; June 2003; http://www.omg.org/cgi-bin/doc?omg/03-06-01

	[ModFact]
	The ModFact Project, http://modfact.lip6.fr

	[MOF]
	Object Management Group; Meta Object Facility Specification, Version 2.0; part of UML 2.0 Infrastructure; September 2003 

	[NetBeans]
	The NetBeans Project; http://mdr.netbeans.org

	[NS02]


	Rolf Nossum and Luciano Serafini. Multicontext logic for semigroups

of contexts. In J. Calmet, B. Benhamou, O. Caprotti, L. Henoque, and

V. Sorge, editors, Artificial Intelligence, Automated Reasoning and Symbolic

Computation, volume 2385 of LNAI. Springer-Verlag, 2002.

	[OL03]


	B. Ooi and C. Liau. Managing trust in peer-to-peer systems using

reputation-based techniques. International Conference on Web Age Information

Management, 2003.

	[OCL]
	Object Management Group; The Object Constraint Language, Version 2.0; October 2003

	[openMDX]
	The openMDX Project; http://www.openmdx.org/

	[OWL]
	W3C, OWL Web Ontology Language Overview; February 2004; http://www.w3.org/TR/owl-features/

	[RDF]
	W3C, Resource Description Framework; February 2004 ; http://www.w3.org/RDF/

	[RDFS]
	W3C, RDF Vocabulary Description Language 1.0: RDF Schema; February 2004; http://www.w3.org/TR/rdf-schema/

	[SDL]
	ITU-T, Z.100, Specification and Description Language (SDL-2000)

	[UML]
	Object Management Group; Unified Modeling Language Specification, Version 2.0; UML 2.0 Infrastructure: September 2003; UML 2.0 Superstructure: October 2003

	[Unisys]
	Java Metadata Interface Reference Implementation; http://ecommunity.unisys.com


























PAGE  
2

